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RBC Global Trade™ allows users to issue, receive, amend and manage trade instruments, such
as letters of credit, documentary collections, standby letters of credit and guarantees, online
anytime, anywhere.
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Setting Up Security Profiles
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Date & Time ~ Subject Reference Assigned To Party Vendor ID

01 Nov 2016 04:30 ... Correspondence: BIL 101383M - 1 Billing

Notifications Show 5 10 20 of 5 EI
Show: | ABC Inc. Status: Al Read/Unread Al

Date & « Instrument ID Reference Instrument Type Transaction Party CCYy Amount Status Vendor ID

To get started, click on Reference Data, scroll down and select Security Profiles.
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Setting Up Security Profiles

\gﬁ Home | (1) | (J(8 | % Helo
SN

Margaret Murray

New Instruments ~  Transactions ~ Reference Data ~

Security Profiles (2

i

Name 4 Added By
Admin. Security Profile Bank

All Access Bank

DRMAL Bank

Junior Level - Jane Smith My Corporation
Limited Access Bank

Senior Level - Authorizer My Corporation

Total Count: &

Under Security Profiles, you will see the default Admin. Security Profile listed. This profile
provides unrestricted access to create, modify, approve and delete instruments.

For training purposes, we are going to set up a new security profile.
Click New.
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Setting Up Security Profiles

Section 1: General

New Instruments -  Transactions - Reports - JETNTETRer e &) My Links ~

Security Profile ?

Senior Level - Authorizer

* Indicates required field

1. General - Section Shortcuts -
* Security Profile Name 1. General ~
Senicr Lavel - Authonze 2 Messages
3. Instruments
2. Messages = 4. Receivables/Payables
Management
No Access 5. Direct Dedits
6. Invoice/Credit Note
« Users can work with messages for subsidianes/branches Processing
Create / Send 10 Attach Delete Document TeRaports
Dt Repy Bank Rouls Document(s) ) 8. Reference Data Y
Masd Marssages G & v G G > Quick Links >
Pro-Debat Notficanons & & Collapse All
Descrepancy ATP Appeoval Nobices “ “ Hude Tips
Back To Top

Notficadors -

When setting up your security profiles, there are several sections you will need to complete.

In section 1. General, you will need to give your security profile a name. You can choose to set
up a profile for a specific user and enter their name. Or, you can choose to set up a profile for
a specific group of users.

For example, you may want to set up a profile for a group of users who share the same level of
authorisation, such as Junior Level or Senior Level. This will make it easier for you to add users
to this profile going forward.
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Setting Up Security Profiles

Section 2: Messages

Home 'O ' O | PHee m

jew Instruments - Transactions « Repors - Reference Data « O My Links w

Security Profile ?

Senior Level - Authorizer

* Indicates required field

1. General . Section Shortcuts -
* Security Profile Name 1. General ~
Senicr Lavel - Auhonze 2 Messages
3. Instruments
2. Messages = 4. Receivables/Payables
Management
No Access 5. Direct Dedits
6. Invoice/Credit Note
w Users can work with messages for subsidianies/branches Processing
Create / Send 10 Attach Delete Document TeRaports
Delete Repiy Bank Route Document(s) ) 8 Reference Data N
Masd Marssages G & v G G 7 Quick Links >
Pro-Debat Notficanons & V) Collapse All
Descrepancy ATP Appeoval Nobicos “ “ Hide Tips
Back To Top
Nothcadors -

In section 2. Messages, you can choose the types of messages your users will have access to
in their own Messages section.

Check the boxes beside each type of message listed to give users permission to delete,
create/reply, send, route and attach or delete documents.
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Setting Up Security Profiles

Section 3: Instruments

3. Instruments
No Access

i« Users can work with instruments for subsidiaries/branches

o, Oelete Route Chacker ;r}: Authorise  “amo0s ﬁ'}:w iy~
Seloct Al Seloct Noro
Instruments
A Warybdl
Approval 1o Pay
Drroct Sendt Collecson “ - “ “ J “ “
Export Colecton “ “ “ “ v “ “
Expon Lemer of Cro v v v v v v V]
mpon Latter of Crecnt v V. o~ M~ v “ v v

omatonsl Payment

Loan Request

Outgorg Guaraniee v \/ V] v v V] “
8:;‘)-'-) Sandty Latter of v & v & v & &
Payments

Request 1o Advese

Shppng Guaranteo v J “ ~ “ “ s
Trade Loan

Transter Botwoen Accounts

Process
Invokes

Section Shortcuts

N

o

o

7

o«

Quick Links

General

Messages
Instruments
Receivables/Payables
Management

Direct Debits

Invoice/Credit Note
Processing

Reports
Reference Data

Collapse Al
Hide Tips
Back To Top

M save

I3 Save & Ciose

I Delete

i Close

In section 3. Instruments, you will need to grant security rights to your users. Since some of
the products listed are not available, you will only need to select preferences for the following

in

struments and only the ones you have access to:
Direct Send Collection
Export Collection
Export Letter of Credit
Import Letter of Credit
Outgoing Guarantee
Outgoing Standby Letter of Credit
Shipping Guarantee
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Setting Up Security Profiles

Section 7: Reports

Customn Reports

Standard Roports

Management
5. Direct Debits

6. Invoice/Credit Note

Processing

8. Reference Data

Quick Links

6 Ic Note Pre -

s NoAccess
View Uploaded Remove Falled ﬁ 7. Reports
Sedct AN Sekct Norw
Irvoron Cradt Note Processng

7. Reports -

No Access
No Access View Only View & Maintain

Section Shortcuts

1. General

You do not need to complete sections 4, 5 and 6.

From the shortcuts menu, you can skip straight to section 7. Reports.

Check the boxes to select the type of access your users will have to Custom Reports and

Standard Reports.
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Setting Up Security Profiles

Section 8: Reference Data

&. Reference Data -
No Access
No Access View Only View & Maintain

My Organsabon's Profile
View TPS Limts. Section Shortcuts
Forogn Exchange Rates 1. General
Irrstrument Tamglates 2. Messages

{4 Croste Fomd Payment Tempiate 3. Instruments

4. Receivables/Payables

Nosficanon Ruse Management
Parbes 5. Direct Debits

(4 Croate now parbes dunng Sarsaction ontry 6. Invoice/Cradit Note

Processing

Panel Auhornsation Grougs 7. Reports

8. Reference Data
Paymont Fdo Defivtons

Quick Links

Prrases
Secunty Profées SR

Hide Tips
Teerplate Groups Back To Top
Threshold Groups
Usars M save
Work Grougs

I I3 Save & Close

LC Creation Rules B Dolete

ATP Croaton Rues
i Close

PO Defirstions.

In section 8. Reference Data, you can choose the type of access a group of users has to
each activity.

You only need to select the type of access for the following:
Foreign Exchange Rate

Notification Rules

Parties

Phrases

Security Profiles

Threshold Groups

Users
You don’t need to make any changes to section 9. Conversion Centre.

You have now finished setting up your security profiles and can click Save & Close.
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Setting Up Threshold Groups

Margaret Murray
New Instruments =  Transactions ~ Reports - [=tCIEaegs o - @ My Links
Parties
e |8 2
Home Phrases
Users
o A RBC is pleased to announce M Threshold Groups le platform:
Security Profiles
Please refer to the following job aid and videos t¢ Notification Rule 'stem. If you have any further questions please contact the Trade Help
D ; IMore
Foreign Exchange Rates
Mail Messages Show 51020070 | £
Show" e (and Unassigned) Read/Unread Al
Date & Time » Subject Reference  Assigned To Party Vendor ID
< >

Setting up a threshold group is optional; however, you may find it beneficial as it allows you
to assign a maximum transaction amount per instrument and a daily limit for your users.

Click on Reference Data, scroll down and select Threshold Groups.

10 Setting Up Key Reference Data



Setting Up Threshold Groups

Naming Your Group
winstruments ~  Transactions ~ Reports - R TP T N Rt E- @ My Links «
Threshold Group ?
Junior Level
" iIncicates required Seid
* Theeshoki Group Name Quick Links -
Puror Lewel * Hide Tips
A blank entry below incicates an unlimited amount. Back To Top
An antry of 0 (2er0) indicates the user cannot authornse transactions of that type.
Amount Save
Instrument Type Transaction Type ccy (Por transaction) Dalty Limit H
Trade H Save & Close
Ar Waytdl Robrso CAD
Pl Save As
Agproval 1o Py sue CAD
B Delete
Armend CAD
Apgroval 1 Piry Response CAD i Close
Dwoct Seexd Colaction o0 CAD 100,000 0O 1,000,000 0O
Amend CAD 100,000 00 1,000 000 00
Expont Colechon o0 CAD
Amend CAD

Start by giving your new threshold group a name.

You may want to base the name on a particular user activity, such as Creator Threshold
Group or Approver Threshold Group.

Or, you may want to base it on a level such as Junior Threshold Group or Senior
Threshold Group.
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Setting Up Threshold Groups

Assigning Limits to Your Instrument Types

w Instruments - Transactions ~ Repors -

Threshold Group

Junior Level

" incicates required Seld

* Theeshokd Group Name

Puror Lewel

A blank entry below Indicates an unimited amount.

Reference Data «

An antry of 0 (2er0) indicates the user cannot authornse transactions of that type.

Instrument Type Transaction Type
Trade
Ar Waytdl okt
Agproval 1o Pay Haon
Armend

Appeoval 1 Pay Response
Dwect Seed Colaction e

Amend
Expont Cobecton ssue

Amend

Amount

CCY  (par transaction)

CAD
CAD
CAD
CAD

CAD 100,000 0O

CAD

CAD

%) My Links «

Quick Links

Hide Tips
Back To Tep

M Save

I H.’ Save & Close

Pl Save As
B Delete

i Close
1,000,000 00

1,000 000 00

You will only need to assign limits for the following instrument types and only for the
instruments you have access to:

Direct Send Collection
Export Collection
Export LC

Import LC

Outgoing Guarantee
Outgoing Standby LC
Shipping Guarantee

You can assign both a limit per transaction and a daily limit.

If you do not enter an amount, it will be treated as an unlimited threshold amount.

If you enter zero, the user cannot authorise any amount for that transaction.

Once you have finished setting up your thresholds, click Save & Close.
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Setting Up Foreign Exchange Rates

o
Haarme =7 oy iy & Heip Logout

Margaret Murray

New Instruments =  Transaclions = Reporls -~ |EEEAETEEIEpEIEg-

Foreign Exchange Rates Preasss 2
sers
Curmency dciification Rule st M fiad Base CCY FX Rats -
Foreign Exchange Rates ¥
Total Count: 0
© 20012017 CGI Technologies and Solutions inc

Please note, you only need to set up foreign exchange rates if you have entered a threshold
amount foryour users. If you are not using thresholds, you do not need to complete this section.

Setting up exchange rates helps to determine the base currency equivalent when submitting
a foreign currency transaction and will ensure that the user stays within their base currency
threshold.

Click on Reference Data, scroll down and select Foreign Exchange Rates.

13 Setting Up Key Reference Data



Setting Up Foreign Exchange Rates

New Instruments ~ Transactions ~ Reporis ~ [E=TEPY RN FEu—"

Foreign Exchange Rates

Currency Caleculation Method Mid Rate

USD - United States Dollars 1.29000000

©2001-2018 CGI Technologies and Solutions Inc.

Home

Last Modified

01 Nov 2018

Mo [ Qm
Base CCY
CAD

72

Margaret Murray.

%) My Links ~
(2]

FX Rate -
Group

Total Count: 1

Click on the New button.
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Setting Up Foreign Exchange Rates

New Instruments ~  Transactions ~ Reporis ~

Reference Data

Foreign Exchange Rate

New Foreign Exchange Rate

* indicates required field

Base Currency
CAD

Convert from Currency
<Select A Currency=

If the currency is nof included in the drop-down, the Exchange rate for the currency already exists.

Click here to view and update AN Existing Rates.

*Calculation Method Buy Rate Mid Rate Sell Rate
@ Divide Multiply

Heme | [~ (1)

FX Rate Group

D@ | P Hep

Margaret Murray

) My Links ~

@

Quick Links -

Hide Tips

M Save
}g Save & Close

i Close

From the drop-down menu, select the currency you are setting the rate for.
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Setting Up Foreign Exchange Rates

Selecting Your Currency and Rate

& Home | (D | D@ | Pl | Logout |
B
REC Margaret Murray

New Instruments ~  Transactions ~ Reporls - [P Rrrr P e @ My Links -

Foreign Exchange Rate 2

Foreign Exchange Rate - USD - United States Dollars

" indicates required field

Quick Links
Base Currency tinadeals v
CAD Hide Tips
Convert to Base Currency from
M save
Currency Last Modified -
USD - United States Dollars 01 Nov 2016 I P save & Close I
“Calculation Method Buy Rate Mid Rate Sell Rate FX Rate Group 5 Delete

Divide Multiply 1.29
[ © Mulip | e

©2001-2018 CGI Technologies and Solutions Inc.

You will now need to create a conversion rule that the system will follow every time it processes a
transaction in that specific foreign currency.

Click Multiply then enter the mid rate you wish to use for your threshold calculation.

Scenario

Let’s say you are issuing an import letter of credit for US$100,000. The system will calculate the
Canadian dollar equivalent based on the rate entered in the Mid Rate field, in this case 1.29.

If the user does not have a minimum $129,000 base currency threshold, they will not be allowed
to authorise the transaction.

When you are done, click Save & Close.

16 Setting Up Key Reference Data



Adding Users

Home | 40 | OJ{1 | @ Help

Margaret Murray

New Instruments - Transactions Heports = Reference Data - @ My Links
. Parties
Foreign Exchange Rates Frrases At
Users

Threshold Groups Show 10 20 30 m

Secunty Profiles
Notification Rule Last Modified Base CCY FX Rate =

Foreign Exchange Rates
UED - Uniled States Dollars 01 Mow 216 CaD

Currency Calculation

Total Count: 1

€ 2001-2017 CGI Technologies and Solutions Inc.

As an administrator, you can add as many users as you need and modify users’ capabilities at
any time.

To get started, click on Reference Data and then select Users from the drop-down menu.
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Adding Users

Home
New Instruments ~ Transactions ~ Reporis ~ E=FYCVEr S prTr-p—"
Users
User ID « Last Name First Name Security Profile
FredJohnson Johnson Fred Senior Level - Authorizer
JaneSmith Smith Jane Junior Level - Jane Smith
MargaretM Murray Margaret Admin. Security Profile

© 2001-2018 CGI Technologies and Solutions Inc.

& | Q@ | ? Heo
Margaret Murray
%) My Links ~
G W
Threshold Group Work Group
Junior Level
Zero-50,000

Total Count: 3

Click New to create a new user profile.
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Adding Users

Section 1: General

FredJohnson

Referonce Data: Users

New Instruments - Transacbons -~ Reports ~

Reference Data «

" Indicates required field
1. General

* UserID
Frodhamson

* First Name
Frod

* Last Name
Jotweon

Phone Number
410-882 8828

Fax Number

Middle Initial

Emai Address

Fredoteson@abene com

* Region Setting

Englsh (Canads)

* Reporting Language

Englsh

* Time Zone

(GMIT-05 00) Easten Tire wDST O

* Default Work View

Wk for My Oeganesation

* Date Format

MM-AS-yyyy

@ My Links w

Section Shortcuts

1. General

2 Security

3. Assigned To

4. Panel Authority

$ Transaction Processing
Settngs

6. Tempiate Groups

7. Accounts Available for
Making Payments

8. Report Categories v
Quick Links .
Collapse Al

Hide Tips
Back To Top

When adding users, there are several sections you will need to complete.
In section 1. General, you will need to enter the user’s details.

Tip: Even though the Email Address field is not marked as a required field, it’s important to fill
this out if the user wishes to receive email notifications.
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Adding Users

Section 2: Security

2. Security

& User must enter a Login 1D and Password for

austhentcadon

* Login ID

Fredy

New Password

Retype New Password

User must use 2.Factor Authentication
Security Device Type

User must submit a Cenificate for
authensication

Certificate Type

User must use single sign-on
Single Sign-On ID

Single Sign-On with Password Only

User must use single sign-on by Registration
Registration Login 1D

Registration Login Password

Registered
Yes
@ No

Centificate Authentication

2-Factor Authentication
One Time Password
Signature Code

If your crganisation requires addtional authentication for transaction authorisation, please specify the type of
authentication you will be using

Section Shortcuts

1. General

2. Security

3. Assigned To

4. Panel Authority

$. Transaction Processing
Settings

6, Template Groups

7. Accounts Avallable for
Making Payments

8. Report Categories

Colapse All
Hide Tips
Back To Top

M save
}3 Save & Close
B Dotete

i Close

In section 2. Security, you will need to enter a login ID and password.

If your user wishes to sign in directly from RBC Express®, you will need to enter their

single sign-on ID, which is the email address they use for RBC Express.
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Adding Users

Section 3: Assigned To

3. Assigned To -
* Security Profile Work Group
Senor Lowel - Authorer ot W & Work
Threshold Group
Junwor Leved v 1. General
2. Security
3 Assigned To
4. Panel Authority -
4. Panel Authority
Panel Authority 5. Transaction Processing

6. Template Groups

7. Accounts Available for
Authorise Own Output Making Payments
N . 8. Report Categories

B Ohcidian Aosnns

Quick Links
S — = = b Collapse All
Access to Confidential Payment Hide Tips
Instruments/Templates Back To Tep
M save

Save & Close
Access to Live Market Rates H

6 Delete

In section 3. Assigned To, you can assign the security profile and threshold group you created
earlier to each of your users.

Work Group can be left blank as it does not apply.
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Adding Users

Section 9: Subsidiary Access Capabilities

9. Subsidiary Access Capabilities

@ User is NOT able to perform actions on behalf of subsidiaries
User is able to perform actions on behalf of subsidiaries

The reference data for the user's organisation is available when the user performs actions on behalf of
subsidiaries.

Subsidiary Access Security Profile

Select a Subsidiary Access Security Profile that defines the user's security righfs when acting on behalf of a subsidiary.

Parent user is able to access subsidiaries' Confidential Payment Instruments/Templates

Only i if your cor ion your idiaries use "Payment” instrumenis. If selscted, the parent user will be able to
access the idiaries "Confidential™ payment 1S and and also iniliate new payment fransactions from
tempiates that have been as baing “Ci ial”.

Subsidiary Access Threshold Group 2R
Subsidiary Access Work Group

When authorising Subsidiary Transactions:

© Use Product Authorisation Rules defined on Parent Customer Profile
Use Product Authorisation Rules defined on Subsidiary Customer Profile

Panel Authority

This is only applicable if your corporation uses panel authentication for authaorising payment instruments.

M savs

I 12 Save & Close

Authorise Own Output

W Closs
This is only applicable if your corporation uses panel authentication and the user should be allowed io input data and be considered
also as an Authoriser for the data input.

You do not need to complete sections 4, 5, 6, 7 and 8.
From the shortcuts menu, you can go directly to section 9. Subsidiary Access Capabilities.
This section only applies to users who need access to any subsidiaries of their company.

If not needed, make sure the default stays as “User is NOT able to perform actions on behalf
of subsidiaries”.

Click Save & Close.

You have now successfully set up the key reference data for your users.
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Help Button

Home | (A1) | Q@) | F Hep \ﬂ[

Margaret Murray

New Instruments ~ Transactions ~ Reports ~ Reference Data ~ @ My Links ~

Home olo 6]
L3 A RBC is pleased to announce the launch of the new RBC Global Trade platform:

Please refer to the following job aid and videos to help you navigate the new system. If you have any further questions please contact the Trade Help D
More

Mail Messages Show 51020071 ||
Show: Me (and Unassigned) Read/Unread Al
Date & Time + Subject Reference Assigned To Party Vendor ID

01 Nov 2016 04:30 ... Comespondence: BIL101389M - 1 Billing

Notifications Show 510 20 of 3

|
|N
(o]

Help is always close by.

For overall help on the RBC Global Trade website, you can click the Help button located beside the
Logout button.

For help with a specific section or tab you are in, you can click the question mark located at the
top right corner of the page.

To access other learning guides and videos, visit rbc.com/globaltraderesources
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