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Introduction

Protecting your company’s financial information is a top priority for us at RBC Royal Bank®. As an
RBC Express® online banking client, your information is protected by multi-level security features and

state of the art encryption including, for some users, access to a rigorous “two-factor” security

process

The purpose of this document is to serve as a client manual on how to use Soft Tokens.

1.0: Service Administrators Responsibility

using SecurlD® Software Tokens.

1.1: Assigning a Soft Token

There are 5 easy steps to add a user with a soft token. To get started, the RBC Express Service Administrator must have

an existing RBC SecurlD Hard Token in order to assign a Soft Token to a user.

Step 1:
e Signinto RBC Express.
Step 2:
¢ From the Manage Users page, identify the user you
want to assign the Soft Token to, then click on the . i
Soft Token icon. - T
Step 3: 2
e Click the “Set up soft token”.
Add a Soft Token
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Step 4: X
L . Before You Continue
e Toinitiate the request, authenticate yourself by
entering your SecurlD Token details. We need to verify your identity. Check the password on your
soft or hard token and enter it below.
Token Password
Enter Token Passwaord ‘
Step 5: X
@ Soft Token Added
e Write down the verification code and share it with Please ask sign in and set up the soft token. For
the user security purposes, they have 24 hours to complete this
process.
e Askthe user to log in to RBC Express and set up R
their Soft Token
Verification Code 731996
J I confirm that I've written down the verification code
and will share it with the user.
Note: For security purposes, the user will have 24 hours to
set up their Soft Token or you will need to provide them with
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1.2: Managing Soft Tokens

In addition to assigning Soft Tokens, Service Administrators can perform the following activities:

1.2.1: Transfer Token to a New Device

Step 1:
e Sign into RBC Express

e From the “Manage Users” page, click on Soft
Token icon

Hane * Sign in D Last Visit Purmissions

Feb 07,2022 i SOFTIOKEN

g 19,2021 z

Step 2:

e Find the Options menu to “Transfer token to a
new device”.

Manage Soft Token

Seral Number

Step 3: X
o . i . Confirm Soft Token Transfer
e Click “Continue” to confirm the Soft Token transfer
will no longer be able to verify their identity with their
current mobile device. They'll need to sign in and set up the
soft token again on a new one
:CE[HCE
Step 4: X
Before You Continue
e To start the transfer, first authenticate yourself by
entering your SecurlD Token details to initiate the e nead 1o verly your dently Bneckine password on you
transfer request
Token Password
Enter Token Password ‘
Cance'
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Step 5:

e Write down the verification code and share it with
the user by phone or in person

e Ask the user to log in to RBC Express and set up
the Soft Token

Note: For security purposes, the user will have 24
hours to set up their Soft Token or you will need
to provide them with a new verification code.

@ Soft Token Ready for Transfer

Verification Code 088864

| confirm that | have written down the verification

code and will share it with the user.

Back to Accounts

1.2.2: Reset Token

Service Administrators can reset a user’s Soft Token. This function will allow the user to set up a new Soft Token PIN and

will also unlock their Soft Token

Step 1:

e Sign into RBC Express

g RoralBank - P—— a

e Find and click on the options menu to “Reset
Token”

Manage Users
° From the “Manage Users” page, CliCk on SOft o & Signind Last visit Permissions
Token icon o -
Step 2: g - i

Manage Soft Token

Serial Number
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Step 3: X
Before You Continue
e To start the reset token process, first authenticate _
. . We need to verify your identity. Check the password on your
yourself by entering your SecurlD Token details to coft or hard oken and enter it below
initiate the transfer request
Token Password
Enter Token Password ‘
Cance‘
Step 4: X
L . » . Confirm Soft Token Reset
e Click “Continue” to confirm the Soft Token reset
You'll unlock the soft token. will need to sign in and
set a new token PIN for their mobile device.
Step 5: X
@ Soft Token Reset
e Write down the verification code and share it with
H You've unlocked the soft token. Please ask to sign in
the user by phone orin person and set a new token PIN. For security purposes, they have 24
hours to complete this process
e Ask the user to log in to RBC Express and
We'll ask to verify their identity when they sign in. Write down
Complete the Set Up the reset the SOﬁ TOken PIN this code and share it with them by phone or in-person
Verification Code 829699
D | confirm that I've written down the verification code
Note: For security purposes, the user will have 24 hours and will share it with the user
to set up their Soft Token or you will need to provide them
with a new verification code.
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1.2.3: Remove Token

Step 1:

e Signinto RBC Express

™ . PO s

Manage Users
e From the “Manage Users” page, click on Soft - - —
Token icon Co—
Step 2: g N

e Find the Options menu to “Remove Token”

Manage Soft Token

Seral Murier

Status Active

Step 3: %
s L s . ” . Confirm Soft Token Removal
e Click “Continue” to confirm the Soft Token
removal User1 One will no longer be able to verify their identity with their
mobile device.
Step 4: X

e Click “Close”

© Soft Token Removed

User1 One can no longer verify their identity with their mobile
device.
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1.3 Expiring Soft Tokens

Soft Tokens will expire after 5 years. Follow the steps to manage setting up new Soft Tokens for your users. You must
remove the expiring Soft Token first and then add a New Soft Token.

There are 3 types of expiring Soft Tokens:
1. Users with Soft Tokens expiring
2. Service Administrators with Soft Tokens expiring - dual admin set up
3. Service Administrators with Soft Tokens expiring - single admin set up

Note: Expiring Soft Tokens may impact your business’ process with not being able to approve payments. Please ensure
when you are notified of Users/Service Administrators with Soft Token expiry that you act immediately.

1.3.1 Users with Soft Tokens expiring

Step 1:

al Bank Backto Business [
cuent - s i Banking =

e Sign into RBC Express

Manage Users
e From the “Manage Users” page, locate the
User from the menu listing with the Icon -
displayed beside the Soft Token button . .
| [
Step 2:
¢ Roll you mouse over to see details of
expiring date and click on Soft Token : ‘ dll o ' e
button to manage your Soft Token for this
User
Step 3: g 2

e After clicking Soft Token button the
Manage Soft Token provide option to

“ » Manage Soft Token
Remove Token

Serial Numiber

Step 4:

e Click “Continue” to confirm the Soft Token
removal
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Confirm Soft Token Removal

User1 One will no longer be able to verify their identity with their
mobile device.

Cancel Continue

Step 5: pd

e Click “Close” ° Soft Token Removed

User1 One can no longer verify their identity with their mobile
device.

Step 6:

e From the Manage Users page, locate the oo .
User from the menu, click on Soft Token

icon for that User .
2
sug. 02,2024 ADMIN- [“sorr roxen |

g raymond May. 08,20 |

Step 7: 8 &

e Click the “Set up soft token.

Add a Soft Token

Setun o loken

10 10/2024



Step 8:

e Toinitiate the request, authenticate
yourself by entering your SecurlD Token
details.

Before You Continue

We need to verify your identity. Check the password on your
soft or hard token and enter it below.

Token Password

Enter Token Password ‘

Cancel

Step 9: X
© soft Token Added
e Write down the verification code and share Please ask signin and set up the soft token. For
|t Wlth the user. E;Oc;;:;mmcaea they have 24 hours to complete this
. We'll ask to verify their identity when they sign in. Write down
e Ask the user to log in to RBC Express and tis code and share it wilh them by phons or in-person
set up their Soft Token
Verification Code 731996
J | confirm that I've written down the verification code
and will share it with the user.
Note: For security purposes, the user will have 24
hours to set up their Soft Token or you will need to
provide them with a new verification code.
1.3.2 Service Administrators with Soft Tokens expiring - dual admin set up
Step 1:
B .-

e Sign into RBC Express

Other Online Sorvices

Homa  Administration

e From the “Manage Users” page, locate the wansge vsers [N
Service Administrator from the menu, click
on Soft Token icon for that Service [ . r— pu— ]
Administrator m— =
Step 2:

e Find the Options menu to “Remove
Token”

Manage Soft Token

Senal Number

11

10/2024



Step 3:

X
e Click “Continue” to confirm the Soft Token Confirm Soft Token R |
removal oniirm o01t 10ken hemova
User1 One will no longer be able to verify their identity with their
mobile device.
Step 4:
X

e Click “Close”

© Soft Token Removed

User1 One can no longer verify their identity with their mobile

device.
Step 5:
Mana“_ée Users
e From the Manage Users page, , locate the -
Service Administrator from the menu, click = Coo
on Soft Token icon for that Service -
Administrator ; — ]
Step 6:
B 2

Click the “Set up soft token”.

Add a Soft Token

Set s soft oken

Step 7:

To initiate the request, authenticate yourself by
entering your SecurlD Token details.

Before You Continue

We need to verify your identity. Check the password on your
soft or hard token and enter it below

Token Password

Enter Token Password ‘

Cancel

12
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Step 8:

e Write down the verification code and share
it with the Service Administrator.

e Ask the Service Administrator to log in to
RBC Express and set up their Soft Token

Note: For security purposes, the user will have 24
hours to set up their Soft Token or you will need to
provide them with a new verification code.

© soft Token Added

Please ask

process.

urposes, they have 24 hours to complete this

sign in and set up the soft token. For

We'll ask to verify their identity when they sign in. Write down

this code and share it with them by phone or in-person

Verification Code

731996

| confirm that I've written down the verification code

and will share it with the user,

Back to Accounts

1.3.3 Service Administrators with Soft Tokens expiring - single admin set up

Step 1:

e Sign into RBC Express, From the Manage
Users page, identify the Service Admin with
the expiring Soft Token

You must assign yourself a hard token in
order to complete this process.

There 2 options available:

e Does your site have Available Hard
Tokens?

Click on Token Icon to see if you can assign

Hard Token to the Service Administrator

e If you do NOT have any Hard Tokens on
your site, please contact RBC Express
Online Banking Client Support Centre
for a temporary hard token read out.

RBC Express Online Banking Client Support
Centre:

1-800-769-2535

International Support :

+1-416-974-3334

Name

Signn D

Last Visit Permissions

Nov 15,2025 &

g 01,2024 apme |

e Once you have the Hard Token in place,
click on Soft Token icon for that Service
Administrator

sguniD

Step 2:

13
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e Find the Options menu to “Remove
Token”

n Ry Bank o

Manage Soft Token

Senal Number

Status Active.

Step 3:
. . . ><
¢ Click “Continue” to confirm the Soft Token Confirm Soft Token Removal
removal

User1 One will no longer be able to verify their identity with their
mobile device.

Step 4:

X

e Click “Close”

© Soft Token Removed

User1 One can no longer verify their identity with their mobile

device.
Step 5:
Mdna"_ée Users
e From the Manage Users page, , locate the L
User from the menu, click on Soft Token —
icon for that User :
- — |
Step 6:
n o ey

Click the “Set up soft token”.

Add a Soft Token

Sl ug 200 Loken

Step 7:

14
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To initiate the request, authenticate yourself by
entering your SecurlD Token details.

Before You Continue

We need to verify your identity. Check the password on your
soft or hard token and enter it below.

Token Password

Enter Token Password ‘

Cancel Continue

Step 8:

¢ Write down the verification code and share
it with the Service Administrator.

e Ask the Service Administrator to log in to
RBC Express and set up their Soft Token

Note: For security purposes, the user will have 24
hours to set up their Soft Token or you will need to
provide them with a new verification code.

@ Soft Token Added

Please ask sign in and set up the soft token. For
security purposes, they have 24 hours to complete this
process.

We'll ask to verify their identity when they sign in. Write down
this code and share it with them by phone or in-person:

Verification Code 731996

I confirm that I've written down the verification code

and will share it with the user,

Back to Accounts

Step 7:

To initiate the request, authenticate yourself by
entering your SecurlD Token details.

Before You Continue

We need to verify your identity. Check the password on your
soft or hard token and enter it below

Token Password

Enter Token Password ‘

Cancel Continue

Step 8:

e Write down the verification code and share
it with the Service Administrator.

e Ask the Service Administrator to log in to
RBC Express and set up their Soft Token

Note: For security purposes, the user will have 24
hours to set up their Soft Token or you will need to
provide them with a new verification code.

@ Soft Token Added
Please ask sign in and set up the soft token. For
seourity purposes, they have 24 hours to complete this

process.
We'll ask to verify their identity when they sign in. Write down
this code and share it with them by phone or in-person:

Verification Code 731996

| confirm that I've written down the verification code

and will share it with the user.

Back to Accounts
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2.0: RBC Express Users

2.1: Setting up a Soft Token

Check out the following aid:
e Guide to Set up Soft Tokens on your iOS Device

Step 1:
e Loginto RBC Express

e Check the link beside the “Message Centre” for
alerts. Click on “Set up a Soft Token”.

Note: If you don’t see the “Set up a Soft Token” link, contact

your Administrator to add a Soft Token to your account.

RBC Express Back fo REC Business Bankin

T [signow

[l Baisnces, Statements & Reports | Payments, Transfers & Deposits | Administration

Welcome,

Message Centre New Messoges [ | 4 Aers> Setuna Soft Token > »Goto: Messages

Step 2:

e Click on the “Set Up Now” button

Set Up a Soft Token

Your banking administrator has added a soft token to
your account. This will replace your hard token if you
have one. Setting up a soft token lets you verify your
identity with your mabile device. It creates a one-time
'JESS‘NUI'G you can use to access KEy Services.

For security purposes, you have limited time to complete
this process. Try selling up as soon as possible.

You'll need your mobile device to continue

Remind Me
N
‘ Later ‘ Set Up Now

16
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https://www.rbcroyalbank.com/rbcexpress/guide-rsa-soft-token-ios-device.pdf

Step 3:

o Verify your identity by entering the verification code
you received from your Administrator.

e Click on the “Continue” button.

Note: If your verification code is not working, contact your
Administrator. They will reset your token and send you a new
verification code.

Before You Continue

We need to verify your identity. Check the verification

code from your banking administrator and enter it below.

Verification Code

Enter verification code

Step 4:

e The next steps will give you instructions for how to
set up the Soft Token on your mobile device.

e Download the SecurlD app to your mobile device. Do
this by visiting the app store on your mobile device.
Search for the SecurlD app and click to download.

Important: You must have your mobile device handy
while you follow the instructions on your screen.

N
( a RSA Authenticator (SecurlD) %

SecurlD RSA Security

Chonse a device
i A
i h

VIEW DETAILS INSTALL

Step 5:

e Once RSA SecurlD has been downloaded, click
“Continue”.

17
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Step 6:

e Setyour PIN. You will need this PIN every time you
use the app.

Note: If you forget the PIN, you will need to contact your
Administrator to reset it.

Set Your PIN

L

Step 7:

e Register your device: Follow the instructions on your
screen.

Hcgisicr Your Device

Step 8:
e From within the SecurlD app on your mobile device,
either:
o Scan the QR Code with your mobile device

camera, or

o Enter the URL found on your screen into the
SecurlD mobile app

.R‘C_é)“istcr Your Device

Step 9:

e Confirmation of your Soft Token registration

You'vé Set Up Your Soft Token

s o s ek 1o ke Sute 5 warking, Cpen IR af ant entar your P

18
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Step 10:
Test your token password
e Open the SecurlD app on your mobile device

e Enter your SecurlD PIN (created in step 6)

e Atoken password will be generated by the SecurlD
app

o Enter this token password on your screen.

Note: If your token password is not working, please contact you
Administer to reset your token)

Yoﬂ‘ve Set Up Your Soft Token

3.0: Transitioning From Hard to Soft Token

The Service Administrator can assign anyone who is actively using the hardware version of the
SecurlD token with a software token (or Soft Token). The process is initiated by the service

administrator. The RBC Express user must also complete the steps below to set up their Soft Token.

)

— Service Administrator:

User:

Important: Must have an existing RBC SecurlD Hard Token in
order to perform these activities

Important: Must have your mobile device handy while you
follow the instructions on your screen.

= Loginto RBC Express

= From the Manage Users page, locate the user you want to
assign a Soft Token

= Click on the Soft Token Icon
=  Enter your SecurlD credentials

=  Provide the verification code details to the requested user
with instructions to log in to RBC Express and complete the
process

If a user has an existing Hard Token, you must remove
it from their profile. Once the user activates their Soft
Token, they will no longer be able to use their Hard
Token

e Loginto RBC Express and click on the SecurelD icon
located on the landing page

e  Click on the “Set Up Now” button

e Verify your identity by entering the verification code
received from your Administrator

e Follow the instructions for how to set up the Soft Token
on your mobile device.

Important: You must have your mobile device handy
while you follow the instructions on your screen.

e Download the SecurlD app to your mobile device.
e  Set up your PIN
e Register your device

You will receive confirmation that your Soft Token
registration is complete

4.0: Frequently Asked Questions

19
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Why should | use a software token rather than a hardware token?

Answer: In general, software tokens have certain advantages over hardware tokens. For example, they can’t be lost,
they can be automatically updated with the latest security standards, and they can be distributed to users on demand,
anywhere in the world. Having a Soft Token eliminates the need to carry around an additional piece of hardware, and Soft
Tokens have been incorporated into most smartphones in the form of an app.

Do all service administrators need a Hard Token to assign a Soft Token?

Answer: Yes. Service Administrators must currently have a Hard Token to assign new tokens and for transfer
requests.

Who needs tokens?

Answer:
e Tokens must be used (Hard or Soft Tokens) by Users who have permission to approve payments
using:
RBC Express Wire Payments
ACH Direct Payments & Deposits
SWIFT Payments
Bill Payments

o O O O

e Users who have permission to upload (submit) or approve files using RBC Express File Transfer

Optionally:
e Users who have permission to approve bill payments.

e At Sign In (Only Hard Tokens can be used for this option) : If your company has opted for two-factor
token authentication at the time of sign in to RBC Express, all users will be required to enter a token
value each time they sign in. To ensure that you can continue accessing RBC Express Online
Banking without interruption, please follow the instructions provided to you by your sales
representative.

How soon can we get a Soft Token?

Answer: Access to a Soft Token is immediate, providing both the Service Administrator and user co-ordinate
efforts in forwarding and applying the verification code within a 24-hour timeframe.

| haven’t received the Soft Token activation code. What do | do now?

Answer: Please contact your Service Administrator and ask them to resend the activation code. If you are an
existing Access user who has logged in using the software token, you will not receive an activation code.

Note to Security Administrators: To resend an activation code, go to “Edit User”, select “User”, and click on
“Resend Activation Code”. You should always check if the end user’s mobile device number is correct in
Administration-Credential Management.
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Why can’t | input my PIN Code?

Answer: Double tap PIN box to pull up keyboard from there enter the PIN code.

If PIN is incorrect or locks out (what to do)?

Answer: PIN reset in RSA will generate a token whether your PIN is correct or not --even a blank RSA entry will

generate an 8 digit code for you to enter. But because you haven’t entered the PIN correctly, it won’t let you
proceed.

Please note that Pin Reset and Transfer Token functions also unlock the user’s soft token if it has been locked by

the user due to numerous invalid attempts. Client admins can also see the status of the user’s token on the
Manage Token screen.

Contact Details for More Information

If you have any questions, please call the RBC Express Online Banking Client Support Centre
at 1-800-769-2535, International Support +1-416-974-3334.
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